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Identity, Tenant, and Synchronization

Microsoft 365 license assignments
File: Evidence\Cloud\EV-03-M365-Licenses.png
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Microsoft Entra tenant overview

File: Evidence\Cloud\EV-04-Entra-Overview.png
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Microsoft Entra user inventory
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Microsoft Entra Connect synchronization status

File: Evidence\Cloud\EV-06-Entra-Connect-Status.png
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MFA and Conditional Access

Authentication methods and MFA baseline
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Conditional Access policy inventory
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Require MFA for all users — policy configuration
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Require compliant device — policy configuration
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Device Enrollment and Compliance

Microsoft Entra device inventory

File: Evidence\Cloud\EV-11-Entra-Baseline-Devices.png
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Microsoft Intune device inventory

File: Evidence\Cloud\EV-11-Intune-Baseline-Devices.png
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Intune enrollment configuration

File: Evidence\Cloud\EV-12-Intune-Enrollment-Config.png
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NORTHWEST-L-LAB device compliance status
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Basic Windows Compliance - Lab policy settings

File: Evidence\Cloud\EV-14-Compliance-Policy.png
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BitLocker compliance remediation prompt

File: Evidence\Cloud\EV-14-Intune-Compliance-Remediation-BitLocker-Prompt.png
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Remote Access and Test Results

Global Secure Access client connection status

File: Evidence\Cloud\EV-TCO01-Allow-Priya-Success.png
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External-network access to an internal application

File: Evidence\Cloud\EV-TCO01-Priya-External-Network-Success.png
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Unmanaged-device access denial (TC-02 and TC-05)
File: Evidence\Cloud\EV-TC02-TC05-Unmanaged-Device-Blocked.png
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Microsoft Authenticator MFA setup prompt
File: Evidence\Cloud\EV-TCO03-MFA-Setup-Prompt.png
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MFA-not-satisfied access denial

File: Evidence\Cloud\EV-TC03-MFA-Not-Setup-Blocked.png
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Work-account sign-in prompt
File: Evidence\Cloud\EV-TCO03-Work-Account-Sign-in-Prompt.png
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B® Microsoft
information-technology @northwest-health.org

Sign in with your work account

To access your service, app, or website, you may
need to sign in to Microsoft Edge browser profile
using information-technology@northwest-
health.org. Learn More

If you're not planning to do this right now, you
might still be able to browse to other Northwest
Health Center sites. Otherwise, sign out to protect
your account.

Sign out and sign in with a different account

More details

Switch Edge profile
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Docmost role-based access denial
File: Evidence\Cloud\EV-TCO04-Role-Blocked-Docmost.png

B® Microsoft

ZTNA Network Access Client -- Private

Sorry, but we're having trouble signing you in.

AADSTS50105: Your administrator has configured the application Docmost
('d87dBa6f-a758-4045-92cf-443c95ea14d8") to block users unless they are
specifically granted (‘assigned’) access to the application. The signed in user
'priya.patel@northwest-health.org" is blocked because they are not a direct member
of a group with access, nor had access directly assigned by an administrator. Please
contact your administrator to assign access to this application.

Troubleshooting details be
If you contact your administrator, send this info to them.
Copy info to clipboard

Request Id: dc7f6c53-1c09-4122-8396-29d0b2335d00

Correlation Id: f3167792-7856-4699-998b-f141a795dcf0

Timestamp: 2026-11-07T13:17:457

Message: AADSTS50105: Your administrator has configured the application Docmost
('d87dBa6f-a758-4045-92cf-443c95ea14d8’) to block users unless they are specifically granted
(‘assigned") access to the application. The signed in user 'priya.patel@northwest-health.org’ is
blocked because they are not a direct member of a group with access, nor had access directly
assigned by an administrator. Please contact your administrator to assign access to this
application.

Flag sign-in errors for review: Enable flagging
If you plan on getting help for this problem, enable flagging and try to reproduce the error
within 20 minutes. Flagged events make diagnostics available and are raised to admin attention.
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Network-drive role-based access denial
File: Evidence\Cloud\EV-TCO04-Network-Drive-Blocked.png
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Priya Patel role-group membership

File: Evidence\Cloud\EV-TCO06-Priya-Role-Membership.png
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Authorized network-drive access
File: Evidence\Cloud\EV-TCO06-Network-Drive-Allow.png
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Security Defaults — Evidence Snapshot

Security defaults tenant status screenshot

File: Evidence\Cloud\EV-10-Security-Defaults-Reenabled.png
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Tenant ID alcb84b9-1e57-4197-a73d-8fb91dd92afc IE

Technical contact ‘ e@pacheco.sh

Global privacy contact ‘ ‘

Privacy statement URL ‘ ‘

Learn more [7 about data location and residency.
Access management for Azure resources

Information Technology (information-technology@northwest-health.org) can manage access to all Azure subscriptions and management groups in this
tenant.
Learn more (2

@ ) No

Security defaults

Security defaults are basic identity security mechanisms recommended by Microsoft. When enabled, these recommendations will be automatically enforced in
your organization. Administrators and users will be better protected from common identity-related attacks.
Learn more [2

0 Your organization is protected by security defaults.
Manage security defaults

Save Discard
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